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typedef struct {
uint32_t h[16]; // internal hash state
uint8_t buf[64]; // store partial block
int buflen; // buf[] length

} hashState;
hashState S;

void hash(uint8_t *msg, int msglen,
uint8_t *hashval) {

index = 0;
len = msglen;
memcpy(S->h, H0, 64);
for (; len>=512; index+=64, len=len-512) {

F(S->h, msg+index);
}
if (len > 0) {

memcpy(S->buf, msg+index, len>>3);
S->buflen = len>>3;

}
while (S->buflen < 64) {

S->buf[S->buflen++] = 0;
}
F(S->h, S->buf);
memcpy(hashval, (unsigned char*)S->h+32, 32);

}

(a) C Implementation.
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(b) WebAssembly Opcodes.
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1Step
get_local $l1
i32.const 8000
i64.load
i64.store
get_local $l1
i32.const 8008
i64.load
i64.store offset=8
...
get_local $l1
i32.const 8056
i64.load
i64.store offset=56
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2Step
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get_local $p1
set_local $l4
loop $L0
get_local $l1
get_local $p0
get_local $l5
i32.add
call $f22
get_local $l5
i64.const 64
i64.add
set_local $l5
get_local $l4
i64.const -512
i64.add
tee_local $l4
i64.const 511
i64.gt_u
br_if $L0

end

3Step
33
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get_local $l4
i64.const 0
i64.ne
if $I0
get_local $p0
get_local $l5
i32.add
set_local $l6
get_local $l4
i64.const 3
i64.shr_u
set_local $l7
get_local $l2
get_local $l6
get_local $l7
call $f11
get_local $l3
get_local $l7
i32.store

end

4Step
53
54
55
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65
66
67
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76

get_local $l8
i32.const 64
i32.lt_s
if $I1
loop $L1
get_local $l3
get_local $l8
i32.const 1
i32.add
i32.store
get_local $l2
get_local $l8
i32.add
i32.const 0
i32.store 8
...
get_local $l8
i32.const 64
i32.lt_s
br_if $L1

end
end
get_local $l1
get_local $l2
call $f22

5Step
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get_local $p2
get_local $l1
i32.const 32
i32.add
tee_local $l6
i64.load align=1
i64.store align=1
get_local $p2
get_local $l6
i64.load offset=8
i64.store offset=8
...
get_local $p2
get_local $l6
i64.load offset=24
i64.store offset=24



(a) JavaScript Code. (c) WebAssembly
Opcodes.

(b) JS-WebAssembly
Interoperation.

...
targetHash = 0xffffff00
while( true ) {
var hash = _argon2_hash()
...
if ( hash < targetHash )
break;

...

(func _argon2_hash
...
i64.or
i64.const 3
i64.shl
i64.and
i64.xor
i64.shr_u
i64.load
call $f53 ...
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(a) WebAssembly Code. (c) Stack States

$l1
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[8008]64

$l1

Line 1

$l1
get_local $l1
i32.const 8000
i64.load
i64.store
get_local $l1
i32.const 8008
i64.load
i64.store offset=8
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(b) Abstraction Rules Applied

Line Stack Operation Def Set Operation Abstraction
1 push( $l1 )

2 push( 8000 )

3 pop() → 8000, push(R64(8000))

4 pop() → R64(8000), pop() → $l1 Def($l1)=Def($l1)∪ {$l1=R64(8000)} W64($l1, R64(8000))

5 push( $l1 )

6 push( 8008 )

7 pop() → 8008, push(R64(8008))

8 pop() → R64(8008), pop() → $l1 Def($l1+8)=Def($l1+8)∪{$l1=R64(8008)} W64($l1+8, R64(8008)) Legend
Variable Constant Memory



(b) Merge Consecutive Writes in a Loop.

W32 (da, R32 (sa));
W32 (da+4, R32 (sa+4));
. . .
W32 (da+4i,R32 (sa+4i));

memcpy (da,sa,16i);

L:
W8 (da+idx,R32 (sa));
sa = sa + 1;
idx = idx + 1;
if (idx < idx+len)

goto L;

memcpy (da+idx, sa, len);
sa = sa + len;
idx = idx +len;

(a) Merge Sequential Writes. 

memcpy(hash_state, initial_value_ptr, hash_state_size);

Loop:
Compression();  /* compression function */
Increment block pointer by block_size
Decrement remaining message length by block_size
if (remaining message is larger than a full block) 

goto Loop;

if (remaining message exist) {
memcpy(tmp_buf, remain_msg, remain_msglen);  
W32(tmp_buflen_ptr, remain_msglen);  

}

if (temp buffer is not a full block) 
memset( tmp_buf[tmp_buflen_ptr], C, 

block_size - remain_msglen);
Compression();

memcpy(hash_value,hash_state*, hash_value_size);
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button.onClick = () => {
xhr.onreadystatechange = function() {
if (xhr.readyState === xhr.DONE) {

p.postMessage({type:
'auth-success'});

}
};
xhr.open('POST','authedmine.com/

auth/');
xhr.send('auth&key=' + siteKey);

}
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obj.onClick()

Network Response

parent.onMessage()

miner.work()

miner.hash()
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By entering TPB you agree to XMR being mined using your CPU. If
you don’t agree please leave now or install an adBlocker








